cryptech.is

what why who

alpha board launch - Berlin 2016



NOW AND THEN, T ANNOUNCE “I KNOW
YOU'RE LISTENING" TO EMPTY ROOMS.

JF I'M WRONG, NO ONE KNOWS.
AND IF IM RIGHT, MAYBE I JUST FREAKED
THE HELL OUT OF SOME SECRET ORGANIZATION.

https://xkcd.com/525/
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What?



cryptech.is is an effort to create an open
hardware cryptographic engine and the tools
needed to make it trustworthy.



Why?



RFC 7258/BCP 188
Pervasive Monitoring is an Attack



Who?
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2014-12-04:
Kickoff meeting in
Stockholm

2016-07-15: Alpha
board launch in
Berlin

2015-7-18: Cryptech
hack day - cryptech
firmware first touch on
novena platform




And now...



Alpha rev.03
Radically Open BSD License
https: //cryptech.1s~
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GREEN: Power Good
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https://www.crowdsupply.com/cryptech/open-hardware-security-
module
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Berlin workshop



0830
0930
1000

1100
1130
1230
1330
1500
1530
1700

Agenda Friday

Coffee

Introductions, setup

Presentation of the cryptech alpha device
- cryptech overview

- overall hardware architecture

- the FPGA

- HSM software architecture, CLI, and RPC mechanism

- PKCS11, client-side software, how to configure the board

Break

Hands-on testing

Buffet lunch

Hands-on testing continues
Coffee break

Hands-on testing continues
Finish day one



Agenda Saturday

0900 Hands-on testing continues
1030 Coffee break
1100 Workshop wrap-up

- outstanding questions

- feedback from the participants
- opportunity to articulate what participants will need that isn't readily available
1300 Finish



Some light reading to get you started

e https://trac.cryptech.is/wiki/BerlinWWorkshop
o Agenda for the Berlin workshop

e https://trac.cryptech.is/wiki/BinaryPackages
o HOWTO setup APT and Homebrew for Cryptech software

e https://trac.cryptech.is/wiki/OpenDNSSEC
o HOWTO setup an Alpha rev03 to do DNSSEC signing using OpenDNSSEC
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