This document contains the electrical schematics for the Crypthech Alpha board.
The latest version of these schematics can be found heres |
https://uwikl.cryptech.1s/brouser/harduare/eagle/alpha

For more 1information about the Alpha board including functionality, goals
and block diagram, please see:

https://wiki.cryptech.is/wiki/AlphaBoardStrategy ]

For more 1information about the Cryptech project, please see:
https://cryptech.is/
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EﬁtI’ODL:l source pouwer 15U LDO pouwered from external 18U
and supplying stable 15U to nolse source

Maln power 1nput

ucc ucce ucc
o o ) o PLUR_18U PLUR_18U 15U_STABLE
18U DC To mitigate component ageing in the avalanche noise circuit, u2
this jumper can be used to decide if FPGA/ARM/None should VAN
be allowed to turn off the entropy source Sl |x 5 IN outr |8 U sTh 7
ucc (default On through pull-up) - _L 15V_STABLE/3.38]
C11
PWR_18U — 15U_LDO_ENABLE | [ T 661 oF
5.5x2.1mm Barrel ﬁ' coG
o Q1 — 2*3 8 -
—13
il . 2N7@@2|,<_| CND REF/BYP 47 UF
Jp1 [FPGA_ENTROPY_DISABLE/20.2C - ' f C7 == c12
1k 47 uF LT30601TS8-15 2.81 uF| Max 3 ohm ESR
< vl o6
GND of | A4 A4
A GND GND GND GND
XXX verity symbol
<7
GND GND

%> Intermediate Regulator: 18U -> 5U

uce
PLUR_18U LMZ13608
UCC_5U8
. 172 Ly vouT |19*2 o . * *
N
- U1 N
) b J_% J_CS J_ J_
<L I:IM _CS £l C10
[ad o ™
S o R3 . gl |20 W47 9 T ase or T 330 oF
— — — — T EN
16 UF[ 10 uF[18 UF @847 uF | x 9P e L2
N ) GKD GKD GKD
oy | 22
TE IE
< ol
o [a] o \_‘;
A4 ¥ A4 A4
GND GND  GRD s) s) 81 ssTRK 2 B Nne 2
a < <
GRD
C5 Y
[=
.47 UF
%) UCC_BUB = 8.8V x (I + 6.3/1.21) = 4.965U
%> Current sharing not used
6KD GKDGKD

*> SYNC is not used

Input power
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Noise generator Amplifier Digitizer

UCCO_3V3 UCCO_3V3

15U_STABLE

R13
1k 1% U3
S1  SHIELDING CABINET D1
Fm———————- WM TP2 5 4
| BATS4 I . vee ouT_Y
1*16| ¢ AMPLIFIFD 2 IN A
| MQE? - }
: 10k 1% JL = NC
I RAL NOTSE 4_"_4 T2 o 3 ND
! BC847 ol © G
: g C15 o
9.1 uF
2 . | MC74HC1G14DTT16
AGND 2 AGND
ke AGND
=z
C14
9.1 uF
50U

This whole sheets circuitry should be as shielded as possible.
Solid isolated ground plane and internal planes connected
to the rest of the board at a single point 1s expected.

AGND is connected to GND on the board using polygons
(found no other good way> - not visible in schematics.

Noise source
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Basic configuration, STM32

SWD program/debug

UCCO_3U3
N\ ucco_3u3
J1
U4CFG Voo
GND
ST AN4488 J4.1.2 C e €19 j_ SHDIO oo
suggests 25 MHz for good 6.1 uf SHbCLK SWDCLK
Ethernet, USB OTG and I2C AU\ REF+ NRST NRST
PDR_ON high enables 203
3 CL 1@pF internal pouer regulator PDR_ON NRST 134 NRST 5218 -
I:H——"—J PAL4/ITCK-SWCLK |22 suocLk e ST AN4488 ]2.3.3
ci18 PA13//TMS-SWDIO 147 SWDIO Reset circuit not needed,
5 DF 0sc_IN 32 0OSC IN/PHO but Dull*dowﬁ cap
ce6 0SC_0UT 33 5sc OUT/PH1 6D GKD GKp recommended.
- PA15/TDI %(3)
PB4/NJTRST =22
GND GND 63 PB3/JTDO/TRACESWO =
== PB2/BOOT1
5 197 BooTo
O\
(@]
€3]
© o | ST 4488 J5.1
SUS BOOTO to GND boots
Main Flash Memory
330R
GND ARM_LEDL 2 5 4 g < B LED3 BLUE
ARM_LED2 -1 ° 33 N LED1 GREEN
ARM_LED3 a1 7 23 Nl LED4 YELLOW
ARM_LED4 8 1 P —=x LED2 RED
Y %
R16 GND

ARM configuration
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Pouwer and bypass capacitors, STM32

3U3_BATT
R32 UCAPL  UCAP2
) T ,7
[oe]
o <
[=)] —
\ 5 &
UCCO_3U3 6
- VBAT g ¢
421 \ppa vssa 40 2X2%2.2
.2uF LouwESR or ST AN8844 J2.2
15 2%1%4.7uF LowESR ST ANSB44 J2.2 UCCO_3U3 One bypass c-a acitor for every UDD
38 VDD 14 < 1 ohm One 10uF bypass cap for the package. - Use gglp F ><7QD 10U 4 "
39| VDD VSS 55 (ST AN4488 J2.2> (two used for extra comfort) el °
5> VDD VSS 51
VDD VSS
28 (C29 (€31 C33 C35 C37 (33 C41 C43 C45
590 oo vss |60 UCAP2 ucAP1 0. UF
731 vpD vss 12
83 \pp VSS 82 UCCO_3U3 [IIIIIIIIT
94 93 T
103 VDD VSS
VDD
115 114 C25 C24 C23 c22 26 c27 2.1 UF
124] VoD vee 125 2.2 UF 2.2 UF 2.2 uF 2.2 uF o 10 uF
137 VDD VSS 136 p
150 VDD VSS 149 C30 C32 C34 C36 (38 (4@ C42 C44 C46
204 170
VDD VSS
15} voo vss e oXo oXo Y
55| VOD VSS GND GND
VDD
c21
1 uF JL
U4PUWR
STM32F429BIT6
GND GND

ARM pouwer
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Input/output, STM32

U410
STM32F423BIT6
FT_DTR/L0.58 PAS FMC_NIORD/PF6 %
FT_RXD/10.68 USART2_TX/PA2 FMC_NREG/PF7 55 U4FMC
FT_TXD/10.6B USART2_RX/PA3 FMC_NIOWR/PF8 =
: USART2_RTS/PAL Fmc_cp/pro 39 STM32F428BIT6
FT_RTS/10.58 USART2_CTS/WKUP/PAO FMC_INTR/PF10 131 FMC_D[0..311,FMC_ALR..25] FMC_DC0..311,FMC_ALR..25]
FT_HGNT _DTR/1L.58 PAS FMC_INT2/PG6 [+33 16l Emc_A0/PFO PD14/FMC_DO [L16
FT_MGMT_RXD/11.68 USART1_TX/PAQ FMC_INT3/PG7 {27 11 FMC AL/PFL PD15/FMC D1 [T
FT_MGMT_TXD/11.6B USART1_RX/PA10 FMC_NE2/FMC_NCE3/PG9 7 52 FMC_A2/PF2 PDO/FMC_D2 1
FT_MGMT CTS/11.58 USART1 RTS/PA12 FMC_NCE4_1/FMC_NE3/PG10 1—9 22l FMC_A3/PF3 PD1/FMC D3 765
FT_MGHT RTS/1L.58 USARTL CTS/PA11 FMC_NCE4 2/PG11 l—gg 23 FMC_A4/PF4 PE7/FMC_D4 82
FMC_NE4/PG12 |18 22l FMC_As/PFS PES/FMC D5 [22
[FRM_FPeA_Cre_cs_N/16.2B 104 pp1; 14 Emg_ﬁ%gﬁg ngmg‘gg 84
[ARN_FPoA CFG. SCLK/16.28 1051 spj2 sck/PB13 FMC_SDCKEO/PH2 |2 751 EMC_A8/PF14 PE11/FMC D8 |22
[FRI_F PGA_CF B _1MIS0/16.35 1061 spi2"MISO/PB14 FMC_SDNE1/PH6 |28 761 EMC_A9/PF15 PE12/FMC D9 (88
[FRr_FPGA_CFG M0S1/16.25 107} spi2"MOSI/PB1S FMC_SDCKE1/PH7 |27 ;7 FMC_A10/PGO PE13/FMC D10 [&Z
8 EMC_A11/PG1 PE14/FMC D11 |28
o gg FMC_A12/PG2 PE15/FMC_D12 ?28
PBO PI8 FMC_A13/PG3 PD8/FMC_D13
gg SPI1_SCK/PAS PI11 B% FMC_A14/PG4 PD9/FMC_D14 }‘1)3
SPI1_MISO/PA6 PI12 1 FMC_A15/PG5 PD10/FMC_D15
3681 Spi1_MOSI/PAT PI13 123 FMC_A16/PD11 PH8/FMC D16 gg
PI14 124 FMca17/pD12 PHO/FMC D17 |33
oo PI15 3| FMC A18/PD13 PH10/FMC D18 |02
881 spio_cMD/PD2 2| FMC_A19/PE3 PH11/FMC D19 102
iﬁ SDIO_CK/PC12 3] FMC_A20/PE4 PH12/FMC D20 232
143 spio_porece PJO 3| FMC_A21/PES PH13/FMC D21 122
18] splo_b1pce PJ1 2 FMC A22/PE6 PH14/FMC D22 2%
14 spio_b2/pcio PJ2 55| FMC_A23/PE2 PH15/FMC D23 123
92 spio D3/PC11 PJ3 FMC_A24/PG13 PIO/FMC_D24
P4 |82 1831 EMC A25/PG14 PIL/FMC D25 [123
pis 122 FPGA_CFG_CTRL_FPGA_DIS/16.2C] PI2/FMC D26 128
RTC_SDA/9.5C 32 12C2_SDA/PH5 PJ6 ﬁg FPGA_CFG_CTRL_ARM_ENA/16.28 ] 500 PI3/FMC_D27 ;g;
RTC_SCL/S.5C 27 12C2_SCL/PH4 PJ7 120 FPGA_INIT_B/14.58] FMC_NBLO/7.4C FMC_NBLO/PEO PI6/FMC_D28 508
RTC_MFP/S.5C PH3 PJ8 FPGA_PROGRAM_B/14.5A | FMC_NBL1/7.4C FMC_NBL1/PE1 PI7/FMC_D29
plo 221 FC_NBL2/7.9C FMC_NBL2/PI4 PI9/FMC_D30 g
PJi0 FC_NBL3/7.9C FMC_NBL3/PI5 PI10/FMC_D31
P11
P12 196 135
- P13 FMC_NL/PB7 PGB/FMC_SDCLK == FHC_SDCLK/7.2C ]
oo PBl1 Pj14 PCO/FMC_SDNWE FMC_SDNWE/7.2C
19—8 PB8/12C1 SCL PI15 - - .
2 PB9/I12C1_SDA FMC_CLK/18.5C 6 FMC_CLK/PD3 PC2/FMC_SDNEO 3 FMC_SDNEB/7.2C]
20| PB10 FMC_NOE/18.1C 168 FMC_NOE/PD4 PB6/FMC_SDNE1 195 FMC_SDNE1/7.5C]|
24 pp11 PKO 1—56 FHC_NHE/18.10 FMC_NWE/PD5 -
PK1 127 FINC_NWALT/18.1C FMC_NWAIT/PD6 PC3/FMC_SDCKEO 35 FIiC_SOCKE 720 |
PK2 186 [Frc_NE1/18.1C) FMC_NE1/PD7 PB5/FMC_SDCKE1 FIMC_SDCKEL/7.5C |
Pk3 (S
¥ ra pka (187 PG15/FMC_SDNCAs (131 FIiC_SONCAS/7.28 ]
FF;_S pea PK5 1_22 PF11/FMC_SDNRAS 0 FMC_SDNRAS/7.2B]
138 pce P 120
139 pey
AUR_GPIO_ARM_8/12.2C PC13
AUR_GPIO_ARM_1/12.2C PC14
AUR_GPIO_ARM_2/12.2C PC15

All of these input/outputs can be suapped
with equivalent functionality pins.
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2x512 Mbit SDRAM memory for the ARM

These packages are TSSOP, but if new packages are to be created
for layout, BGA package is preferred.

UCCO_3V3 UCCO_3U3
p p UCCO_3U3 UCCO_3U3
FMC_AL..25] RARERABARRS J
—_— o o 4 O P K EMC DI2.31] FMC_AL@..25] AASERASARAS
<] oo i)~ o) = 1
= o 8883 283888 oo 2 E— —
[aYaYaYaliododoTodo o Toy
26 Aq i = S S s po1 250 Ag aYaYayalillafafaffafafala pQo 2
27 5 26 >>>> Qpooooaoo 4
50 A2 DQ2 7 57 Al >S>5>5>5>5>5> DQ1 5
61 A3 DQ3 3 50 A2 DQ2 7]
62 A4 DQ4 10 61 A3 DQ3 8
A5 DQ5 A4 DQ4
63 A6 DQ6 11 62 A5 DQ5 10
64 A7 DQ7 13 63 A6 DQ6 11
65 A8 DQ8 74 64 A7 DQ7 13
66 76 65 74
>4 A9 DQ9 77 56 A8 DQ8 76
o Al0 DQ10 79 >4 A9 DQ9 77
59 All DQ11 80 51 Al0 DQ10 79
Al2 DQ12 82 59 All DQ11 80
DQ13 83 Al2 DQ12 82
DQ14 DQ13
fncats 221 gag DQ15 |82 pQia 83
eMc_a1s 231 paq us DQ16 g; EMC_A14 gg BAO DQ15 gi
13 DO17 =3 HOE_a1s BA1 ué DQ16 =3
&S DQ18 DQ17
RAS ~ 1945832160F pa1o [ 18 cas pqs |24
D20 (3! 19 ras 15458321608 pQ19 (38
DQ21 |22 bo20 2
40 39
DQ22 20 DQ21 175
o DQ23 e DQ22 22
i 0024 DQ23
pg2s [42 ik paza |42
DQ26 = DQ25 28
DQ27 51 DQ26 50
67 DQ28 53 pQz2y 51
K D029 DQ28
po30 [ cKe pa29 [22
DQ31 DQ30 56
6 DQ31
DQMO 1 FMC_NBL@/6.6C
cs pom1 L1 FHC_NBL1/6.5C pomo [£8 FHC_NBL®/S.6C
pom2 |28 FNMC_NBL2/8.6C cs pom1 L FMC_NBLL/8.6C
DQM3 59 FMC_NBL3/6.6C DQM2 28 FMC_NBL2/6.6C
DQM3 59 FMC_NBL3/6.6C
WE 9900000y
BARARARRAA AALA WE [edogedogedogeodos
S555555> >55> Qoaannnn uuun
S555555> 555>
[(o] [aN] [oN] [ee] [¥e] FoN| Kool RS <| 00| | O
| M| M| <t| | r~| 0 <t| | r~| 00|
[to] oN] FoN] [e'e] [Ve] FoX| Kool RSy <[ 00| | WO
| M| M| || r~| 00| <t| | r~| 00|
oXD
XD
UCCO_3U3
[47 C48 C5@ C52 C54 C56 UCCO_3U3
58 €59 C61 C63 C65 C67
R s g VITTTTT
C68 C62 C64 C66 C683
6XD
XD
SDRAM
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Keystore memory, 128 Mbit

This memory holds cryptographic keys
wrapped uwith the master keu.

T UCCO_3U3

R17 R18
4.7k 4.7k
%) HOLD feature not used
IC1 N250128A13ES
[KsM_PrOM_CS_N/6.2C * % S VCC ?
[KsM_PROM_MISO/6.2C 3 DQ1 HOLD/DQ3 5
W/VPP/DQ2 c
41 vss pQo |3
CéeS
0.1 uF
GND GND

Keystore memory
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Real Time Clock

i2c pull-ups, typically 18K for 100kHz

3U3_BATT UCCo_3V3

uz R1S

_ R20

MCP739412-1/SN Rl

18k

2 vee .

VBAT MFP . RTC_MFP/6,2C
CL 12.5 pF SCL 6 RTC_SCL/6.2C
X1 SDA 5 RTC_SDA/6E.2C

1

” 21 x2

|:| 41 vss ‘ ‘ ‘ ‘
MFP 1s Multi Function Pin.
p tput f RTC.

c70 GPIO output from C

C71

5 pF

GND CeG GND GND

Real Time Clock
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1 2 3 4 5 6 7 8
Application access USB UART
FT_UCC3U3 UCCO_3U3
DS_FT232H.pd# ET_up
6.1 USB Bus Pouered Configuration
copy of reference circuit ET_UPHY R91
[] 10k
et c5 o] oo| | | < R86
VBUS ET_URFGIN 100
D+ 8 w1 outt B UsB_DP ET_UREGIN 40 { VREGIN > 4000 ™D =3 EL_TXD1 — FT_Tx0/6.28]
- [ 9] 2 IZS556 14 ET_RXD1 —
D —\— VCC GND aa 000 RXD FT_RXD/6.28]
D |- 4 N2 out2 UsB_DM ET_UCC3U3 33 vcep >>999 RTS# | 23T Ris/e.z8 —
GND VCCORE CTS# FT_CTS/6.2B
37 VCCA DTR# 17 FT_DTR/6.2B 1e0 FT_UCC3U3
HOST RCLAMPB502ASC-83 . DSR# |8 i
UsB_DM DM DCD# [—==
GND [3‘]\710 C74 C76 useop 7 | pp CRI# | 20 = _
21 83 S
TXDEN |—==
ACBUS1 |22 g%g SESVANVA G
AcBUS2 |28
us RXLED# 5L —
TXLED# —1
FT232H_SERIAL  acpuss |29
45 30 R25
24 ] EECS ACBUS6 31 339
23] EECLK PWRSAV# 3>
—— EEDATA ACBUS8 |—==
ACBUS9 |32 UCCO_3U3
1
XCsSI
CL 1@pF
Y1 . . .
I[H o 2 XCSO ooa s If possible, line up with
zzzo00000000 corresponding header
e | o | .., 23332282282 s 2 TS e
C75 == C78 2.1 uF J2 label pins on silk screen
5 pF 5 pF 1 2
CoG CoG Bl e N A o UsSB_DP 38 84 USB_DM
FT_RXD1 50 06 FT_TXD1
XD XD XD 50
XD
FT_UREGIN FT_UCC3U3 FT_UPHY FT_UCC3U3 FT_UPLL FT_UCC3U3 FT_UCC3U3
Place close to FT232
FB1 FB2
= =
60BR 50¢mA 60BR 50¢mA €85
C72 C73 c82 C83 2.1 |uF
4.7 UF 8.1 uf 4.7 uF 8.1 uf
Ccr7z C79 C8e —_(81 c84 c8s
10 uF 0.1 ufF 10 uF 0.1 uF 8.1 u 0.1 uF
XD XD XD XD XD
USB-UART 1interface
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1 2 3 4 5 6 7 8
Management access USB UART
FT_MGMT_UCC3U3 UCCO_3U3
DS_FT232H.pd¢ ET_MGMT_UD
6.1 USB Bus Pouered Configuration
copy of reference circuit ET_MGMT_UPH R90
[] 10k
CN2 N g© R88
To0e IC6 M| oo| —| | <t 1@@
D+ | 6l |np out1 USB_MGMT_DP ET _MGMT_UREGIN 40 1 VREGIN 1000 ™D |3 o FT_MBMT_TxD/6.28 |
5 > Ta==2= 14 FT_MGMT_RX01 1
D- —\— VCC GND ao000 RXD 1 FT_MGMT_RXD/6.28]
D 4 IN2 ouT2 USB?MGMTfDM ET_MGMT_UgC3U3 39 VCCD S>000 RTS# 15 TT_MGMT_RTS/6.25
GND 38 VCCORE - CTS# 16 FT_MGMT_CTS/6.2B R89
37 17 e oTrezs]| 109 FT_MGMT_UCC3V3
VCCA DTR# _ _
HosT RCLAMPB502ASC-89 ) psr# [ 18
USB_MGHT_DM DM DCD# |—==
6XD Xb €8s _lco use_rent_op—7 | pp CR|# | 20 = -
—_ 10k N fooqm]
8.1 uf 8.1 uF] 2% ReseT TXDEN —51 R28 oo e
R27 ACBUS1 —22 330 4> ¥y¥y oo
—:—5 REF ACBUS2 7
us RXLED# 7 —
R26 TXLED# |28 —
GND 12k 17 FT232H78EQIQL ACBUS5 ﬂ
45 1 Eecs ACBUS6 |39 229
44 31 3308
23] EECLK PWRSAV# 3>
43 | EepaTA ACBUSS |32 UCCO_3u3
1 ACBUS9 [—=
XCSI
L 1opF ©
Y2 . . .
I[H o 2 XCSO ooa | If possible, line up uith
Zzzzo00000000 corresponding header
e | 2 | . 22032282285 co1s B= oSBT ane er e
C90 == €93 0.1 uF J3 pins on silk screen
5 pF 5 pF 1 2
CoG CoG Bl o N AN ) i USB_MGMT_DP 38 84 USB_MGMT_DOM
FT_MGMT_RXD1 50 O6 FT_MGMT_TXD1
S0 50 S0 KD
XD
FT_MGMT_UPHY
FT_MGMT_UREGIN FT_MGMT_UCC3U3 FT_MGMT_UCC3U3 FT_MGMT_UPLL FT_MGMT_UCC3U3 FT_MGMT_UCC3U3
Place close to FT232
FB83 FB4
=) - =)
600R 50dnA 600R 504nA Cioo
cs7 88 c97 Cco8 2.1 |uF
4.7 uF 8.1 ufF 4.7 ufF 8.1 ufF
= cg2 C94 €85 =r9s c9s c101
10 uF 2.1 uF 16 uF 2.1 uF 2.4 uF 2.1 uF
XD XD XD D XD
MGMT USB-UART
revg@?2
15 Feb 20816 1S:16:58
Sheet: 11/26
1 2 3 4 5 6 7 l 8




Connector for external 3U3 battery.

Place a jumPer between pins 1-2
to “emulate” having a battery present.

3U3_BATT UCCO_3U3

1
2
3

JP4

AUR Tiny Tamper Detect MCU &Xo

3U3_BATT
uie )
Panic button
3UB_BATT
P 12 AVCC PCO_(PCINT16/ADC16/TOCCO/SS/XCK) g%—ﬂupﬁmo—@ s2
\ee PC1_(PCINT17/ADC17/TOCC1/INTO/CLKO) 1—%975?’1071
183 9 (PCINT18/ADC18/TOCC2/RXD/INT1)_PC2 Z—ﬁwﬁmﬁ 3U3_BATT o -
£1a2 A uP ] cie4 AUR_LEO1 7o (PCINTO/ADCO)_PAO (PCINT19/ADC19/TOCC3/TXD)_PC3 3—%@@”073 < o
10 uf 0.1 uF AUR_LED2 11| (PCINTI/ADCI1/AINO)_PAL (PCINT20/ADC20/TOCC4)_PC4 G—ﬁUQ—GDIO—" o1
AUR_LED3 15| (PCINT2/ADC2/AIN1)_PA2 (PCINT21/ADC21/TOCC5/ICP1/T0)_PC5 7—HURGD1075 ®[]y
AVR_LED4 15 (PCINT3/ADC3) PA3 (PCINT22/ADC22/CLKI/TOCC6)_PC6 S—HUQ—GDIO—é oU9 R82 —e/e— pos
AVR_PANIC 12| (PCINT4/ADC4) PA4 (PCINT23/ADC23/TOCC7/T1) PC7 p—=——FVR-GPIO.Z 15k
MKM_AUR_CS_N/13.3C 15 (PCINT5/ADC5)_PA5 27
GND [MKM_CONTROL _AUR_ENA/13.3C 16 (PCINT6/ADC6)_PAG PDO_(PCINT24/ADC24/SDA/MOSI) 28 ~ I
[MKM_CONTROL _FPGA_DIS/13.3D (PCINT7/ADC7)_PA7 PD1_(PCINT25/ADC25/MISO) AUR_PANIC @
29 -
PD2_(PCINT26/ADC26/RESET/DW)
AUR_GPI0_ARM_0/6.20 1; PBO_(PCINT8/ADCS) PD3_(PCINT27/ADC27/5CL/SCK) |22
AUR_GPIO_ARM_1/6.2D T PB1_(PCINT9/ADC9) v
AUR_GPI0_ARM_2/6.2D 55 PB2_(PCINT10/ADC10) GND
AUR_GPI0_ARN_3/6.4CO—2% PB3_(PCINT11/ADC11) 1218 3U3_BATT
AUR_GPIO_FPGA_B/20.2C o PB4_(PCINT12/ADC12) et
AUR_GPIO_FPGA_1/28.2C 25 PB5_(PCINT13/ADC13) SR JpP3
AUR_GPIO_FPGA_2/28.2C %6 PB6_(PCINT14/ADC14) @ g é MISO T 57 45
AUR_GPIO_FPGA_3/20.2C PB7 (PCINT15/ADC15 | BN !
: ! : z2lzle SCK 38 84 Hos1 Expansion GPIO
5 <lE RESET | 5 6 | GND
Tl GND_2 zl=|= O O o uce
GND =3 S
AUR_SPI_PRG_62X3_L0OCK 1
2 |-
ATTINY828R-AU AUR_GPID_B 3
AUR_GPIO_1 a =
A4 AUR_GPIO_2 =
(XD GND C105 — ﬁUQiGDIO}? > =
AUR_GPIO* AUR_LED* and AUR_PANIC can be swapped. T o fUR P10 1 ;3__
AUR_GPIO_S ) =
AUR_GPIO_6 9 =
AUR_GPIO_7 10 =
JP5
~ %
GND GND
330R
AUR_LEDL 2 5 4 g 3 B LED11 BLUE
AUR_LED 1 ¢ 33 Ny LEDS  GREEN
AUR_LED B 7 2 1 Ol LED12  YELLOW
AUR_LED4 8 1 Pr—wx LED1@ RED
R
R31
XD
AUR Tamper circuilt
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SPI mux controlling access to the MKM.

Normally, the FPGA has R/W access to the MKM but on a
tamper event the tamper detect MCU (AUR) will grab access
to the MKM and erase the contents.

Master Key Memory

3U3_BATT 3VU3_BATT 3U3_BATT
3U3_BATT  3U3_BATT  3U3_BATT
c107
8.1 uf
(=]
N
[}
>
e IC4P R34 R33
T sl 2 o [] 4]
=) N N . .
ol® U S GND uiz
IC4A MKM_MISO
[FMKM_AUR_CS_N/12.2C 21 a1 Y1 18 MKM_CS_N 8 1 vce so 2—
4 [MKM_AUR_SCK/12,5C g A2 Y2 %g JIKM_SCK .
GND [mKm_AvR_MOSI/12.5C o A3 Y3 5 HKH_MOSI MKH_CS_N = ©S CS pull-up to disable MKM by
MKM_MISO A4 Y4 MKM_AYR_MIS0/12.5C MKM_MOST 5 Sl default (allous programming
) Spteppeny ° SCK of AUR>
[MKM_CONTROL _AUR_ENA/12.2C d G HOLD
[l
AUR access default
disabled through pull-up 74AC244DW 3 | NC
0 Make AUR unable to read the 4
MKM b tall th
IC4B 9; y 1nstalling 1S Jumper VSS
[MKM_FPGA_CS_N/21.2B 11 Al Y1 9 -
[MKM_FPGA_SCK/21.2B L3 A2 Y2 !
[MKM_FPGA_1M0S1/21.28 15 1 a3 v3 |2 23K&48-1/SN
L1 aa va oKD
19 GND
MKM_CONTROL _FPGA_DIS/12.2C d G
FPGA access default
enabled through pull-down 74AC244DW
V4 i
NI [
+| |
GND
Master Key Memory
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1 2 3 4 5 6
Tucco_3u3
%) Configuration Interface .
N\ ucco_3u3
ERSERSIEE £12 R40Q R41
VCCBATT_ O F12 [] []
veco o 2 4,7k 4.7k
vCcco 0 (it
CFGBYS 0 G11 FPGA_DONE _INT Ve
PONEZ0 =315 57757 eotomE N {FPGA_PROGRAM_B/6.4C|
PROGRAM B 0 |-N12 9 R63—= FpGA_PROGRAM_B
Ko fLt12 Y RA=—= G EPGA_INIT_B_INT | Q4
Ccl\l;lg_g U1l — =T {FPGA_CFG_SCLK/16.2C | ’—||2N7@@2
-0 |_u10 FPGA_M1 ] ’ <FPGA_INIT_B/6.4C |
m;‘g U9 FPGA_M2 ! < _INIT_B/6.
TcK 0 Y12 FPGA_JTAG_TCK
™I o R13 FPGA_JTAG_TDI
TDO 0 u1s3 FPGA_JTAG_TDO R42
T™Ms 0 |13 FPGA_JTAG_THS
4.7k
XC7A200TFBG484
oXD 4
GND G
%) Since UCCO i1s 3.3V, CFGBUS must be tied High.
%) Battery 1s not used
%) PROG_B is dedicated input —-- can be driven by STM32 directly
%) INIT_B 1s bi-directional open-drain, must be driven with MOSFET to ground UCCO_3U3
R43
R44
L 22
ucco_3u3 N UCCO_3U3 N
UCCO_3U3
1
2
[] R37 FPGA_JTAG_TCK 3
M[2:8] == 3’b@@1 => Master SPI 1.0k 38 os e 4
330 — FPGA_JTAG_TDO g
FPGA_M2 FPGA_M1 FPGA_MB 9.4 UF >
LED13 g
[] ¥ RED sVl
ol 155 \o[]é
oS SHS FPGA_DONE/&.4D | XD XD
R39
%> “Not DONE” LED, should be of red color
FPGA configuration interface
A4
GND [?ﬁqD
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%) Transceivers [NOT USED]

%> XADC [NOT USED]

*¥) Temperature Sensor [NOT USEDI]

N FPGA_UCCAUX_1U8
U13BXADC - - U13BTDIODE
sareTACe ccroc o 10 o0 e
MGTAvVCC |26 VP 0 |LL DXN 0
MGTAVCC %0 VN_O ﬁo 105 S——
MGTAvCC [E vRerp-0 [ e XC7A200TFBG484
MGTAVCC [EL VREFN_0 - <
MGTAVCC |2 GNDADC 0 K2 9.1 uF GKD
XC7A200TFBG484 XC7A200TFBG484
v v
U13BMGTAUTT GND  GND
MGTAVTT %
meTAVTT —BZ
MGTAVTT (B2
MGTAVTT |21
MGTAVTT <2
MGTAVTT
XC7#200TFBG484
Ui13B216
MGTRREF 216 %1
MGTPRXNO 216 |-S1
MGTPRXN1 216 a1
MGTPRXN2 216 |—=2
MGTPRXN3 216 |85,
MGTPRXPO 216 {—D3]
MGTPRXP1 216 St
MGTPRXP2 216 D2
MGTPRXP3 216 |—23
MGTPTXNO 216 [—<Z
MGTPTXN1 216 22
MGTPTXN2 216 |—=2
MGTPTXN3 216 (52
MGTPTXPO 216 |22
MGTPTXP1 216 |22
MGTPTXP2 216 |02
MGTPTXP3 216 B2
MGTREFCLKOP 216 [—E20
MGTREFCLKON_ 216 |—E4
MGTREFCLK1P 216 |2
MGTREFCLKIN 216 |—E©
XC7A2B0TFBG484
FPGA unused
revgd?2
15 Feb 208016 19:16:58
Sheet: 15/26
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1

2

SPI mux to let ARM override access to
FPGA config memory (to reprogram FPGAD

FPGA config memory, 128 Mbit

*¥) HOLD feature not used

%> PROM 1s urite—protected by default, to disable
write protection (such as during firmuware update),
jumper must be inserted

N\ ucco_3u3
N
JAV4
® ol N
o T+
— IC3 N25Q128A13ES
EPGA_PROM CS_N § ; S VCC 3
EPGA_PROM_MISQ : DQ1 HOLD/DQ3 .
i W/VPP/DQZ C S—FDGH,DQOM,SCLK
VSS DQO | 9  FPGA_PROM_MOSI
of |4 —_—
m[]W C112
LR 8.1 ufF

eXD eXD

UCCO_3U3
UCCO_3U3 UCCO_3U3
/N A\
o
NlO
5 ARM access default
__Cj-j-@ 1C2P disabled through pull-up
0.1 uf2 v—[ ™ v—[]’\.
S T T
IC2A
ARM_FPGA_CFG_CS_N/6.2B » Z Al Y1 12 FPGA_PROM_CS_N
ARM_FPGA_CFG_SCLK/6.2B » — A2 Y2 FPGA_PROM_SCLK
GND [ARM_FPGA_CFG_MOSI/6.2B » 1 A3 Y3 1‘2‘ FPGA_PROM_MOSI
FPGA_PROM_MISO A4 Y4 <{ARM_FPGA_CFG_MIS0/6.28 |
[FPGA_CFG_CTRL_ARM_ENA/6.4C ) 2 1 1C G
Install this jumper to allow Jp,
ARM to configure the FPGA 74AC244DW
IC2B
FPGA_CFG_CS_N/21.2B ) 1; Al Y1l 3
FPGA_CFG_SCLK/14.2A ) 15 A2 Y2 G
|FPGA_CFG_MOSI/21.2A > 17 A3 Y3 3
A4 Y4 {FPGA_CFG_MIS0/21.2A |
|Fpee,cre,cTQL,FDGA,DIS/MC)—Z—— -} 19 G
Install this jumper to allow P8
ARM to configure the FPGA 74AC244DW
VRN
N
+| |x
FPGA access default
enabled through pull-douwn
GND
FPGA clock
N —
| M|
R49
UCCO_3U3
Q5
4 lucc e
c111 -
—— 2 o
9.01 UF oND
ASFL1L
gﬁD GND

{FPGA_GCLK/28.2C |

eXD

FPGA supporting components
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1 2 3 | 4 §)
%) Upper Left Bank
%) Middle Right Bank
A U13B35
U13B15 veeo 35 |-CL UCCO_3U3
vcco 15 (G612 ¢ UCCO_3V3 VCCO 35 |2
VCCO 15 H16 VCCO 35 H6 %)ICompletelg unused banks
VCCO 15 113 BK)ICompletelg unused banks VCCO 35 13 st1ll must be pouwered
VCCO 15 K20 still must be powered VCCO 35 M4
VCCO_15 h1271 VCCO 35 Ej
VCCO_15 10 035 |4
10_0_15 —JHl—163 I0_L1P_TO_AD4P 35 (B2
I0_L1P_TO_ADOP_15 [—H23 I0_LIN_TO_AD4N_35 |22
I0_LIN_TO_ADON_15 [—237 0_L2p_T0_AD12P_35 |—=
I0_L2P_TO_AD8P_15 [—22° 0 12N_T0_AD12N_35 |22
10_L2N_TO_ADBN_15 |27 10_L3P_TO_DQS_AD5P 35 [—==
I0_L3P_T0_DQS_AD1P_15 |1 I0_L3N_T0_DQS_AD5N_35 (—23
10 L3N TO_DQS_ADIN 15 |—Hi 10_[4P_T0 35 |—E2

I0_L4P_TO_15 %; |0 L4N_TO_35 %

I07LANTO 15 |34 I0_L5P_TO_AD13P 35 |22
I0_L5P_TO_AD9P_15 |0 L5N_TO_AD13N 35 |+
10_L5N_T0_ADON_15 (—H2> I0_L6P_T0_35 g

0_L6p 1015 (—H2/ I0_L6N_T0_VREF_35 [—=2
I0_L6N_T0_VREF_15 (11 I0_L7P_T1_AD6P 35 1l
|0_L7P_T1_AD2P_15 _Jﬁz 10 L7N_T1_AD6N_35 —Jﬁ
I0_L7N_T1_AD2N_15 [—H22 I0_L8p_T1_AD14P_35 [—HZ
I0_L8P_T1_AD10P_15 [—H=0 0 L8N_T1 AD14N 35 [—22
0 L8N_T1_AD1ON_15 | =227 0_L9P_T1 DQS_AD7P 35 |2

0_L9P_T1_DQS_AD3P_15 |27 10_LON_TL'DQS AD7N 35 | —2-
I0_LON_T1 DQS_AD3N_15 (K22 I0_[10P_T1_AD15P_35 |
0_[10P_T1_AD11P_15 |12 0 L10N_T1_AD15N 35 (—H2
|0 L10N T1_AD11N_15 _Lzo I0_L11P_T1 SRCC 35 (—H3
[O_L11P T1_SRCC_15 :11_2_1 I0_L11N_T1_SRCC_35 |2
I0_L11N_T1_SRCC_15 |21 I0_112P T1 MRCC 35 12
10 L12P T1_MRCC_15 —Jﬁg I0_L12N_T1_MRCC_35 |—23
0 L12N_T1_MRCC 15 (12 I0_L13P_T2_MRCC 35 [—*
I0_L13P_T2_ MRCC_15 (2 I0_L13N_T2_MRCC 35 [—I%
I0_L13N_T2_MRCC_15 (K1 I0_L14P_T2_SRCC 35 -2
I0_L14P_T2_SRCC_15 |—== I0_L14N_T2_SRCC_35 |2
I0_L14N_T2_SRCC_15 |20 I0_L15P T2 DQS_35 |14
0_L15P T2 DQS_15 |22 10 L15N T2 DQS 35 |-+
I0_L15N_T2_DQS_ADV_B_15 —mls 10 L16P T2 35 —mg
I0_[16P_T2_A28_15 |2 0 L16N_T2 35 [—&
0 L16N_T2_A2715 [—=L I0_L17P T2 35 |—K@
I0_L17P_T2_A26_15 Wg I0 L17N_T2_35 —JLQ
0 L17N_T2_A25_15 |29 I0_L18P_T2 35 LZ
I0_L18P_T2_A24_15 |20 0 L18N_T2 35 |—%5
10_L18N_T2_A23 15 |20 0_L19P T3735 (2
I0_L19P T3 A22715 [0 I0_L19N_T3_VREF 35 |2
I0_L19N_T3_A21 VREF_15 KL% I0_L20P_T3.35 |1
I0_L20P T3 A20 15 M1 I0 L20N T3 35 |—PL
0 120N_T3_A19_15 [—=3 I0_L21P_T3.DQS 35 |2
0 121P T3 1DQS_15 L I0_121N_T3_DQS_35 [
10 L21N_T3_DQS _A18 15 —JL—14 I0122P T335 [—2
0123 T3 A17_15 |12 0 122N_T3335 [I%
I0_L22N_T3 A16_15 |—=2° I0_123P_T3_35 |2
0_L23P_T3_FOE B_15 [—L° 0 123N_T3.35 |0
|0 123N T3 FWE B 15 K1 I0_L24P T3 35
I0_L24P T3 R51 15 —mg |0 L24N_T3 35 —f65 FPGA unused banks
IO_L24N_T5I’6R§(5)_£ Wt 10 25 35 evD?
- XC7A280TFBG484
XC7A280TFBG484 15 Feb 2016 19:16:58
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1

*¥) Lower Left Bank

/N\ ucco_3u3
U13B34 - *¥> Bottom Bank
VCCO 34 $25 A\ Ucco_3u3
VCCO_34 V6
VCCO 34 =3 FMC_DI@..31] UisB1s
VCCO 34 V16
- AA7 VCCO 13
VCCO 34 - W13
VCCO 34 |-AB4 - VCCO_13 19 FMC_ALB..25]
- T3 FMC_D@ <-- FMC_DL...] signals can be swapped VCCO 13 - =
10 0 34 - AA17
— T1 FMC_ D1 VCCO 13
\0_L1P_TO 34 177 FHMC_D2 vcco 13 |-ABl4 -
IO_LIN_TO 34 - Y17 FMC_A <-- FMC_AL...] signals can be suapped
u2 FMC D3 IO 0 13 =
|O_L2P TO 34 - - Y16 FMC_A1
V2 FMC_D4 O L1P TO 13 -
IO_L2N_TO_34 - AT AAl6 FMC_A?
= = R3 FMC_ D5 IO LIN TO 13 =
IO_L3P_TO DQS 34 - - AB16 FMC_A3
- R2 FMC_Ds& IO L2P TO 13
IO L3N TO _DQS 34 - - AB17 FMC_A4
W2 FMC_DZ |0 L2N_T0_13 -
I0_L4P_TO 34 = e AAl13 FMC_AH
- Y2 FMC_ D8 IO L3P_TO DQS 13 =
IO_L4AN TO_34 = T - AB13 FMC_As6
— W1 FMC_D3S IO L3N TO _DQS 13
IO_L5P_TO 34 - AA15 FMC_AZ
Y1 FMC_D1@ IO_L4P TO 13 -
IO_L5N_TO_34 - AT AB15 FMC_A8
- - u3 FMC D11 IO L4AN TO 13 =
I0_L6P_TO 34 — - Y13 FMC_AS
= V3 FMC D12 10 L5P TO 13
IO L6N_TO VREF 34 —2 AA14 FMC_A10Q
- AAl FMC D13 IO L5N TO 13
IO L7P T1 34 = - W14 FMC_A11
AB1 FMC D14 IO L6P TO 13 =
IO_L7N_T1 34 - i Y14 FMC _Aa12
= AB3 FMC D15 IO L6N TO VREF 13 =
IO_L8P T1 34 —-ON_ VR AB11 FMC_A13
AB2 FMC D16 IO L7P T1 13
IO L8N_T1 34 - AB12 FMC_A14
Y3 FMC_D17 IO L7N T1 13 -
I0_L9P_T1_DQS_34 T AA9 FMC_A15
- AA3 FMC D18 I0 L8P T1 13 =
IO_L9N T1 DQS 34 - - AB10 FMC_Al16
- AA5 FMC D198 IO L8N T1 13
I0_L10OP T1 34 = e AA10Q FMC _A1”7
AB5 FMC_ D20 IO LO9P T1 DQS 13 =
I[O_L1ION_T1 34 - - - AAll FMC _A18
- Y4 FMC D21 IO LON T1 DQS 13 =
IO_L11P_T1 SRCC 34 - - - - V10 FMC_A19
- - AA4 FMC D22 IO L10P T1 13
IO L1IN T1 SRCC 34 - - W10 FMC_A20
- V4 FMC_D23 IO L1ION T1 13
IO_L12P_T1 MRCC 34 - o Y11 FMC_A21
- W4 FMC_D24 0 L11P T1 SRCC 13 -
10 L12N_T1 MRCC 34 [—2= o o - Y12 FMC_A22
10 L13P T2 MRCC 34 FMC _ IO L11N _T1 SRCC 13 WL =
A - T4 FMC_D26 |0 L12P T1 MRCC_13 FMC_CLK/6.6D |
IO_L13N T2 MRCC 34 - - W12 FMC_A23
IO L14P T2 SRCC 34 |12 ENC D27 I0_L12N_T1_MRCC_13 /73 FMC_A24 '
O LLaN Ty SRCC 34 |5 FMC_D28 I0_L13P_T2_ MRCC 13 |22 5 <{-- FMC_CLK signal _MUST_ go
O L15P T2 DOS 34 W6 FMC D29 10 _L13N_T2_MRCC_13 FMC_A into either W11 or .U:.|-3 (1.e. 1Nnto
10 L15N T2 DQS 34 W5 FMC_D30 |6_L14P_T2_SRCC_13 —\%g one of the two positive (master>
0 L16P T2 34 U6 FMC_D31 IO L14N T2 SRCC 13 114 sides of the two avallable
- - - V5 IO L15P T2 DQS 13 |—= MRCC differential pairs)
IO L16N T2 34 FMC_NE1/6.6D - - - T15
- R6 I0_L15N_T2_DQS_13 |—==
10 L17P T2 34 FMC_NL/6.6D ' - - = W15
T e 16 <{-— FMC_% control signals 10 L16P T2 13 14
O_LL7/N_T2 34 ¢ AT can be swapped L16N T2 13 |16
I0_L18P_T2 34 |8 ——CFric_NiAIT/6.60] PP O_L1 1513 |16
10 L18N T2 34 [—C FMC_NWE/6.6D '0_LL1177|5_T2_13 U16
I0_L19P T3 34 =t 10_ _T12_ —
I[O_L19N T3 VREF 34 AB7 XC7A200TFBG484
10_120P T3 34 [—7=2
I0_L20N_T3 34 |—1¢
10_121P_ T3 DQS 34 [—=
IO_L21N T3 DQS 34 _AA8
10_122P T3 34 700
I0_ 122N T3 34 ¢
10 _L23P T3 34 —2 .
|0 L23N_T3 34 —wg FPGA FMC 1interface
10_124P T3 34 |
I0124N_T3734 (3 revid?2
IO 25 34 pb— 59
- 15 Feb 2016 19:16:
XC7A2B0TFBG484
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1 2 3 4 5 6
EN6347Q1 *) FPGA Pouer Subsystem —= AUX and 170 % UCCAUX = 8.75U x (L + 205 / 147> = 1.796U
[PWR_ENA_UCCAUX/26.5A) 14 %) UCCO = 8.75U x (1 + 205 / 53 = 3.356
N\ ucc sup %> Minimal load current is 2 mA:
- FB5S 1.8V / 478 Ohm ~4mA
o 19*3 PVIN VOUT 5*7 N 1-2 FPGA UCCAUX 1us8 3.3U / 470 Ohm ~7mA
33 | AvIN C117 %) Light-load mode 1s enabled
of [
==C113 % ﬁ 27 ENABLE g % 27pF
22 UFE Y 31
VFB C119
26 —
LLM/SYNC x 2> S e
X 29 1*14 O]« T
GND RLLM NC —— ey
a) a
30 1 ss & Z pok |28 GKD 6XiD XD
< o
8[]& _| C115
X0 0.047 uF O © CPOK_UCCAUX/26.1C |
a
GﬁqD GND GND GND
EN6347Q1
[PWR_ENA_UCCO/26.3C >
Uibs
N\ ucc_sue
FB6
° 19%*3 PVIN VOUT 5*7 - 1-2 UCCO_3U3
33 AVIN c118
ol | This is the 3U3 rail that powers
C114 | [~ 27 ENABLE g g 27pF both the FPGA and the ARM as well
— o™ as various other components.
22 uFE ¥ VEB 31
C120
26 —
il LLM/SYNC . 4 qu §
GKD 29 | RLLM ne 4 oLD
) a
v
0 | s Z Z pok |28 6XD 6XD 6XiD
< o
m[]M _| c116
2 - w POK_UCCO0/26.4C |
e B.047 uF P> x = 2
— FPGA voltage regulators
v
GXD GKD GKD  GRD rev@2
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1

5 6

%) Upper Right Bank

%) Signals, that are alloued to be swapped, can be be suapped

AN with each other and/or moved to different pins within their bank.
U13B16 A
VCCO 16 gﬂ UCCO_3U3 UCCO_3U3
VCCO 16 [—=57
VCCO_16
- D18 1 2
VCCO_16
VCCO 16 |—£22 3 4
VCCO 16 |—F22 5 6
100 16 | F15 FPGA_GPIO_A 7 8 FPGA_GPIO_A_1
IO L1P TO 16 | F13 C121 EPGA_GRIO_A 9 10 FPGA_GPIO_A_ 3
_L1P_TO_ F14 = 11 12
IO LIN TO 16 {FPGA_IRA_N_0B/6.4C
I0 L2P TO 16 |10 {FPGA_IRO_N_1/6.4D 8.1 UFEPGA_GPIO_A_4 13 14 | FPGA_GPIO_ A 5
|0 L2N_TO_16 Eﬂ {FPGA_IRO_N_2/6.4D FPGA GPIO A 4 15 16 | FPGA _GPIO_A 7
IO_L3P_TO DQS 16 <{FPGA_IRQA_N_3/6.4D
IO_L3N_TO_D85_16 Cl> FDGA GPIO A @ ° Su2
_Lar_1U_ A4
I0 L4N_TO 16 |—=4 EPGA_GPIO A_2 : GXD GKD 6XD
10 L5P T0 16 E16  FPGA_GPIO_A 3 NOTE: One of the FPGA_GPIO_* pins
10 L5NTO 16 D16 FPGA GPIO A 4 should be connected to one of the
10 L6P To 16 |- P14 FDGA _GPIO_A_5 MRCC pins.
I0_L6N_T0_VREF 16 |D21> FPGA GPIO_A_& . /N ucco_3u3
10 L7P T1 16 B15 FPGA GPIO A 7 The non-MRCC GPIO signals should be
IO L7N T1 16 LB16 FPGA _GPIQ_B_0 length matched to within 500 ps of
|O_L8P_T1_16 C13 FDGH_GDIO_B_i the MRCC Signal.
|0 L9P T1 DQS 16 |A12> FPGA GPIO B 3 3 4
I0_LON_T1_DQS_16 |46 FPGA GPIO B 4 5 5
" IO L10P T1 16 Al3 FPGA_GPIO_B_5 FPGA _GPIO_B_ 7 8 FPGA_GPIO_ B 1
I0 L10N T1 16 |-Al4 FPGA _GPIO_B_6 C122 EPGA_GPIO_B 9 10 | FPGA_GPIO_B_3
I0_L11P T1_SRCC_16 |21/ FPGA GPIO B 7 == 11 12
I0 L11N T1 SRCC_16 |—B18 {FPGA_ENTROPY_DISABLE/2.38 8.1 uFEPGA_GPIO_B_4 13 14 | FPGA_GPIO_B. 5
|0 L12P T1 MRCC 16 |21/ {FPGA_GCLK / 16.4D] EPGA_GPIO B g 15 16 | FPGA_GPIQ B 7
I0 L12N_T1_MRCC_16 |—&L7 . . .
10 L13P T2 MRCC 16 L-C18 ¥> FPGA_GCLK signal _MUST_ go 1into either D1/ or C18 SU3
T " - C19 (i.e. 1nto one of the two positive (master) sides
I0_L13N T2 MRCC 16 [—=3 : pOs . .
IO_L14P T2 _SRCC_16 |—== of the two available MRCC differential pairs) [XD GSGD [XD
I0 L14N_T2_SRCC_16 |—212 .
10_L15P T2 DQS_16 %g *) FPGA_GPIO_* and FPGA_IRQ_N_% signals can be swapped
I0_L15N_T2 DQS 16 =1
IO_L16P T2 16 20 <{AUR_GPIO_FPGA_B/12.2C
IO L16N T2 16 <{AUR_GPIO_FPGA_1/12.2C
IO_L17P_T2_16 AlS {AVUR_GPIO_FPGA_2/12.2C R&4
IO L17N_ T2 16 ?1199 {AUR_GPIO_FPGA_3/12.2C
I0_L18P T2 16 —>= . .
IO_L18N_T2_16 |—= FPGA_GPIO_LED_3/21.28>—— 1 8 > RED LED14
IO_L19P_T3_16 %8 FDGA,GDIO,LEDJQMB% 2 7 é o YELLOW LED16
[O_L19N_T3_VREF_16 2> FDGQ,GDIO,LED,U2L2BH4 3 6 G Bl GREEN LED15
I0_L20P_T3_16 [—£55 FPGA_GPIO_LED_0/21.2B>——— 4 5 | BLUE  LED1”
IO_L20N_T3_16 @l 'Y
I0_L21P T3 DQS 16 [—;57 330R
I0_121N T3 DQS 16 [—£55
I0_122P T3716 [—=5° 6XiD
10 122N 13716 —£5+
I0_123P T3 16 |5,
IO_L23N T3 16 Go1
IO L24P T3 16 |——==
|0 L24N T3 16 | G22 FDGH GDIO
T 102516 |21
e revg?2
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2 5 6

%) Lower Right Bank

U13B14

VCCO 14

VCCO_14

VCCO_14

VCCO_14

VCCO_14

VCCO_14

10 0_14
|0_L1P_TO D00 _MOSI 14
I0_L1IN_TO_DO1_DIN_14
|0_L2P_TO D02_14

10 L2N_TO_D03_14
|0_L3P_TO DQS_PUDC B 14
|0 L3N_TO_DQS_EMCCLK_14
|O_L4P_TO_DO04_14

10 L4N_TO_DO5_14
|0_L5P_TO_DO06_14

10 L5N_TO_D07_14
I0_L6P_TO_FCS B_14
I0_L6N_TO_D08_VREF_14
I0_L7P_T1 D09 _14

10 L7N_T1 D10 _14

IO L8P T1 D11 14

|0 L8N _T1 D12 14

|0_L9P T1_DQS_14

l0_LON T1_DQS D13 14

|0 L10P_T1 D14 _14

|0 L10N_T1 D15 _14

|0 [11P_T1 SRCC_14

|0 L11N_T1_SRCC_14
|0_L12P_T1_MRCC_14

|0 L12N_T1_MRCC_14
|0_L13P_T2_MRCC_14

|0 L13N_T2_MRCC_14
I0_L14P_T2_SRCC_14

|0 L14N_T2_SRCC_14
I0_L15P_T2_DQS_RDWR_B_14
I0_L15N_T2_DQS_DOUT CSO B 14
|0 [16P T2 CSI B 14
I0_L16N_T2_Al5 D31 14
|0_L17P_T2_Al4 D30 _14

0 L17N_T2_A13 D29 14
|0_L18P_T2_Al2 D28 14

|0 L18N_T2_All D27 14
|0_L19P_T3_Al0 D26 14
I0_L19N T3 _A09 D25 VREF 14
|0_L20P_T3_A08_D24_14

|0 L20N_T3_A07 D23 14
I0_[21P_T3 DQS_14
I0_L21N_T3_DQS_A06_D22_14
10 L22P_T3_A05 D21 14

|0 L22N_T3_A04 D20 14
|0_L23P_T3_A03_D19 14

|0 L23N_T3_A02 D18 _14
|0_L24P_T3_A01 D17 14

|0 L24N_T3_A00 D16 _14
10 25 14

XC7A200TFBG484

M14

P18

R15

T22

ulo

Y20

P20
P22

R&5

T UCCO_3U3

<-- Disable pull-ups on all pins

1.0k

R83

R22

RSA{:I—(FDGQ,CFG,MOSI/MQC

P21
R21
u22

V22
T21

[ 1—<FPGA_CFG_MIS0/16.3C

u21

MKM_FPGA_CS_N/13.3C |

P19

{MKM_FPGA_SCK/13.3C |

R19

<MKM_FPGA_MOS1/13.3D
{MKM_FPGA_MIS0/13.4D

T19

R85  &r6A. cr6 Co N/16.28]

T20

W21

@ {FPGA_GPIO_LED_0,20.50

W22

<{FPGA_GPIO_LED_1/28.5D

AA20

{FPGA_GPIO_LED_2/20.5C

| AA21
| Y21
| Y22
| AB21
| _AB22
| U20
| V20
W19

{FPGA_GPIO_LED_3/20.5C

| W20
| Y18
| Y19
| V18
| V19
| AA19
| AB20
| V17
| W17
| AA18
| _AB18
| U17
| U18
| P14
| R14
| R18
| T18
| N17
| P17
| P15
| R16
| N13
| N14
| P16
| R17
| N15

{DIGITIZED_NOISE /3.7C |

%) Signals, that are allowed to be swapped, can be be suwapped
Wwith each other and/or moved to different pins within their bank.

during configuration

<-- FPGA_GPIO_x* and FPGA_IRQA_N_x* signals can be suwapped

DIGITIZED_NOISE signal should go into
either W19 or Y18 (i.e. into one of the two
positive (master) sides of the two available

MRCC differential pairs)

FPGA MKM 1nterface
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1 2 3 4 5 6
%) Ground Pins
*¥) Power - CORE & BRAM ¥) Pouwer - AUX
/\ FPGA_UCCINT_1UQ /\ FPGA_UCCAUX_1U8
U13BUCCBRAM - - U13BUCCAUX - -
U13BGNDA - U13BGNDB . VCCBRAM JL1111 VCCAUX Ellzz
GND |42 GND 112 VCCBRAM |1 vceaux (a2
GND GND | VCCBRAM VCCAUX
GND 2? GND JK158 E— VCCAUX Ellzl
CND CND XC7A200TF BG484 VCCAUX
GND =337 GND [T XC7A200TF BG484
GND 1772 GND =95 XC78200TFBG484
GND =355 GND e | _T10
GND 42 GND |2 VCCINT 1
GND 22 GND 5> VCCINT |3
GND (222 GND & VCCINT |23
GND 22 GND TIZ VCCINT =T
GND &2 GND [ VCCINT 52
GND 2= GND i VCCINT |2
GND 13 GND |2 VCCINT L
GND 1< GND [E- vcenT
GND =1 GND 2 VCCINT L
GND (23 GND (53 VCCINT
GND 52 GND [—Z VCCINT 17
GND GND VCCINT 1
GND D12 GND |—Pil VCCINT |H10
D13 P13 H8
GND GND VCCINT
GND |E2 GND |-R8 S
GND E5 GND R10 U13BUCCINT
GND |EZ GND |—R12
GND |—E2 GND |—R20
GND |—ELL GND |—Z
GND |E20 GND |12
GND |-E2 GND il
oND | —FLL onD |z
GND |17 GND U4
GND |82 GND Y14
GND G0 GND YL
GND |-G GND Y11
GND -G8 GND |—Y21
GND 82 GND |08
oND |-GL0 onD | wis
GND |-G12 GND |2
oND | G14 onD |Yas
GND H1L GND |—RAZ
oND |HZ oND |_AAL2
oND |-H2 onD | —AA22
oND | HLL onD |—4B9
H21 AB19
GND GND
GND 18 —
- XC7A200TFBG484
XC7A200TFBG484 Y
GND
gﬁD FPGA power and ground
revg?2
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I@A? u1@.47 uFI@A? uII@A? uI@.‘f? uII@A? uI@.‘f? UII@A? uI@.‘f? UII@.‘}? uI@.‘f? UII@.‘}? uI@.‘f? uF
6XD 6D 6XD XD 6D XD 6D XD oKD XD oKD XD oKD

/[\ FPGA_UCCAUX_1U8

%) Decoupling capacitors for UCCAUX

C126 C132 C13¢6 C139 C143 C147 Ci51 C155 C158 <-- Place small 8.4/ uF caps right under the BGA package
— — — — — — — — — <-- Place medium 4.7 uF caps very close to the BGA package
47 uF 4.7 uF | 4.7 uF [ 4.7 uF B.47 ufF|0.47 uF|0B.47 uF|8.47 ufF|0B.47 uF <-- Place large 47 uF caps not far from the BGA package

<-= Try to place smaller caps next to FPGA balls
GND GND GND GND GND GND GND GND GND

1 2 4 5 6
%) Decoupling capacitors for UCCINT and UCCBRAM
/[\ FPGA_UCCINT_1V0

* * <-- Place small 8.47 uF caps right under the BGA package
EL?123 EL?127 €133 C137 C140 Cl144 C148 C152 C156 C160 <-- Place medium 4./ uF caps very close to the BGA

330 uF | 330 uF 47 uF 47 uF 4.7 uF | 4.7 uF 4.7 uF | 4.7 uF | 4.7 uF | 4.7 uF <-- Place large 47 uF and 330 uF caps not far

from the BGA package
GND 6D KD KD GKND KD GKND KD GKND KD <-- Distribute smaller caps evenly under the BGA package
<-- Distribute larger caps evenly around the BGA package

C124 C128 C130 C134 C141 C145 C1493 C153 C157 Clé1l ]
__@.47 ul-'__E].47 ul-'__@.47 ul-'__E].47 uF __4.7 uF__4.7 ufF | 4.7 uF__4.7 uF__4.7 uF__4.7 uF
A4 A4 A4 A4 A4 A4
GND gﬁD GND GND GﬁqD GND GﬁqD GND GﬁqD GND

C125 C12S C131 C135 C138 C142 Cl4¢6 C150 C154 C158 C162 C163 Cl164

FPGA CORE and AUX capacitors
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1 2 3 4 5 6
%) Decoupling capacitors for UCCO
/I\ucco_3u3
<-- Place small 8.47 uF caps right under the BGA package
C165 Cle66 Cle7 C1e68 C16S C175 cis1 ci87 C1383 C13S {-- Place medium 4./ uF caps very close to the BGA package
— — — — — — — — — <-—— Place large 47 uF caps not far from the BGA package
47 ufF 47 uF 47 uF 47 uF 4.7 uF | 4.7 ufF 0.47 ufl| B.47 ufF|0.47 ufF|B.47 uF
<{-- Place one of four 47 uF caps on every side of the BGA p.
<-- Distribute six sets of caps among six FPGA I/0 banks
GND GND GND GND GND GND GND GND GND GND
C170 Clr¢6 C182 C188 C194 C200
I‘f.? ul-_l‘h? uf B.47 UII@.‘}? UI@A? UII@A? uF
GND GND GND GND GND GND
Ci171 C1r7 C183 c189 C1395 C201
I4.7 uFlAr.? UF 2.47 uFI@A? uI@.‘f? uFI@A? uF
GND GND GND GND GND GND
Ci172 C17/8 C184 C190 C196 C202
I4.7 ul-_l‘h? UF 2.47 uFI@A? uI@.‘f? uFI@A? uF
GND GND GND GND GND GND
C173 C179 C185 C191 C197 C203
T4.7 UF | 4.7 uF 8.47 UF] 0.47 UF| 0.47 UF]B.47 UF
oD oXD oXp &b  oXp  oXp
Ci174 C180 C186 C192 C138 C204
__4.7 uF__4.7 uf 0.4 ul‘___@."r7 ul-___@.47 L_IF__@.‘}? uF
A4 A4 A4
GND gﬁD gﬁD GND [?ﬁqD GND
FPGA UCCO bypass capacitors
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1 2 3 4 5 6
¥) UCCINT = 8.6U x (1 + 158 / 226> = 0.998U
*> FPGA Power Subsystem -- CORE %) OCP_ADJ is not used (default over-current threshold)
%) MARx are not used (output at nominal 1887
%> S_IN/S_OUT are not used (single regulator mode)
%) S_DELAY 1s not used (single regulator mode)
%) M/S is not used (parallel operation not needed
%) EA_OUT is not used (default control loop)
%) Minimal load current 1s 0A, but we still place -
load of 180 Ohms just In case (gives 18 mA
[PUR_ENA_UCCINT/28.2A>———— EN5364Q1
UCC_5U0 uis
FB”
* *
. 34¥10 | pyin VOUT 29 . LN’ <FPGA_UCCINT_1U0/23.1A
C205 | C206 53 AVIN . __C2@8
22 uF] 22 uF LN 2 JUB T 27pF
u ur oLl 2 ENABLE oo P
51 56
il =N_PB Ve c209 | c210
gﬁD GND - - of |
N AT 47 UF |47 LS
50 \0 vl N e
M/S o TN
15N VSENSE |03
A4 A4
80 1 s peLay GKID GKID 6XD GKID
61
I s out |48
62 -
==— MAR2 57
EAOUT |——
28 1 ocp AD NC pL4rl7
59 % = 54
=2
02@7J_7 SSNC 5 POK 22— {POK_UCCINT/26.3A |
0.047 uF %
To] (0)]
Te] —
*
—
GND GND GND

FPGA CORE voltage reqgulators
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1 2 3 4 5 6

N

*¥) Recommended pouwer—up sequence:

1> UCCINT
2> UCCAUX
N\ UCC_5U0 UCC_5U0 .
D2 D4 RC network values are preliminary,
1A of [~ 1A should be tuweaked after experiments
N KN N
BATH4 L BATH4
R72 N R76 N
| M| hd | M|
100k % é\ 100k /g\
Cc211 Q Q C213 8
0.1 UF B B 0.1 UF >
- - <]:
0 0 S
J > > 4 S
GKD < x GKD c
L I 5
|
a4 o
o] &
UCC_5UB
UCC_5u0 %[]ﬁ
N N OTo
T~
=
D3 oo
O~ i et A
N BAT54 Qs —
2N7002
R74 N <
7\ - — 8 A |
an) 100k @) )
m_ < m_
(op} C212 o)) (op}
S = S 2 X
x 8.1 uF @) @)
5 O O
T O O
S - - %) “Pouwer 0OK” LED, should be of green color
- v Z S
« GKD & 2
[ < FPGA pouwer sequencing
a
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